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Implementing Advanced Cisco Unified Wireless Securi ty

Duración: 5 Días      Código del Curso: IAUWS

Temario:

The goal of this 5 day course is to provide students with information and practice activities to prepare them to secure the wireless network from
security threats via appropriate security policies and best practices to ensure the proper implementation of security standards and proper
configuration of security components, and to integrate the wireless network with the existing wired security infrastructure.

Dirigido a:

Channel Partner / Reseller , Customer , Employee

Objetivos:

Module 1:  Organizational and Regulatory Security Policies Upon completion of this module, the leaner should be able to design
and integrate a wireless network with NAC.

Upon completion of this module, the student should be able to
translate organizational and regulatory security policies and Module 5:  Implement Secure Wireless Connectivity Services
enforce security compliances.

Upon completion of this module, the leaner should be able to
Module 2:  Design and Implement Guest Access Services implement secure wireless connectivity services on the WLAN

controller.
Upon completion of this module, the leaner should be able to
design and implement guest access services on the WLAN Module 6:  Integrated Security Features
controller.

Upon completion of this module, the leaner should be able to use
Module 3:  Secure Client Devices the integrated security features on the WLAN controller to isolate

and mitigate security threats to the WLAN.
Upon completion of this module, the leaner should be able to
integrate security on client devices. Module 7:  Integrate the WLAN with Advanced Security Platforms

Module 4:  Design and Integrate Wireless Network with NAC Upon completion of this module, the leaner should be able to
integrate the WLAN controller with advanced security platforms on
the wired network

Prerequisitos: Exámenes y certificación

ICND1 642-736 IAUWS
ICND2
IUWNE



IAUWS www.globalknowledge.es              info.cursos@globalknowledge.es              (34) 91 425 06 60

Contenido:

Organizational and Regulatory Security Design and In tegrate Wireless Network Integrate the WLAN with Adv anced
Policies with NAC Security Platforms
line line line

Describing Regulatory Compliance Introducing the NAC Framework Understanding Cisco´s End-to-End
Segmenting Traffic Describing the NAC Authentication Security Solutions
Configuring Administrative Security Process Flow Configuring the Firewall to Support the
Managing WLAN Controller and Cisco WCS Configuring the Controller for NAC WLAN Controller
Alarms Integrating the WLAN Controller with the
Identifying Security Audit Tools Implement Secure Wireless Connectivity IPS or IDS Device

Services Configuring the Cisco Secure Agent

Design and Implement Guest Access line

Services Configuring Authentication for the WLAN
line Infrastructure

Describing Guest Access Architecture Configuring Management Frame
Configuring Guest Access Accounts Protection
Configuring the WLAN to Support Guest Configuring Cisco Secure ACS
Access Configuring Certificate Services
Troubleshooting Guest Access Implementing Access Control Lists

Configuring Identity Based Networking

Secure Client Devices Troubleshooting Secure Wireless
line Connectivity

Describing the Impact of Security on
Application and Roaming Integrated Security Features
Configuring EAP Authentication line
Configuring Cisco Secure Services Client Using Controller-Based IDS
Troubleshooting Wireless Connectivity Mitigating Wireless Vulnerabilities

Más información:

Para más información o para reservar tu plaza llámanos al (34) 91 425 06 60
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